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# yum update kernel
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RMRA VA AICroot TsshOJ1>9 B
@IEEQTIPAIAYFUREISOZmountd 3

XRITH(mountk>+ LU NUEIFESTY)
1. AV VUT MREXRT 1 LD MEBRK
# mkdir /meltdown_spectre_script
2. mountsEftE
# mount /dev/cdrom /media/
3. mountAF«s LI NI 7N EIE—T S
# cp -p /media/01_Linux/spectre—-meltdown—-checker. sh /meltdown_spectre script

4. JE—%7T« LU MBE
# cd /meltdown_spectre_script/
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ORAOVVUT b ERITIT S
# . /spectre—meltdown—checker. sh
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CVE-2017-5753 [bounds check bvpass] aka ’ Spectre Variant 1
# Mitigated according to the /svs mter‘ace =0 (Mitigation: Load fences)
t Kernel has array_index_mask_nospec (xBGJ
has the Red HatAlbuntu patch:
has_mask "II'JSDP"F:*— (?'mﬁ
NOT YULHERAE (Mitization: Load fences)

CVE-2017-571% [branch tarset iniection] aka "Spectre Variant 2'
# Mitigated according to the /svs interface: [l (Vulrerable: Retpoline with un
zafe modula(s))
% Mitization 1 _
% Kerrel is compiled with [BRS support:
¥ [BRS erabled and act ive: .
% Farnel iz conpiled with IBPE sueport: B
¥ [BFE erabled and act ive:
% Mitization 2
* kerrel has branch predictor hardening (am):
* fernel coneiled with retocline option: IS e
¥ Kerrel compi led -.-.-i'_h a retpol ine-aware compi ler: DU (kerrel reports ful
| retpolire compilation)
K Ffe’rrml ne. is nnnble;d
i E R Full retpoline + IBPE are mitizating the wulrerabili

CVE-2017-5754 [rogue data cache load] aka 'Hc'!_l'f_dyﬁn' aka 'Variant 3’
# Mitizated according to the Asvs interface: BIES (Mitization: FTI)
# Kernel supports Paze Table [solation (PTID: [
% FTI erabled and act ive: |
% Reduced performance impact of PTL: BUER (CFU supports FCLD, performance imp
act of FTI will be reduced)
% Rurnire as g e PV Dorll:

1 TN (Mitization: PTID
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# rm -r /meltdown_spectre_script/

@ISODunmountZzZEiEd S

# umount /dev/cdrom

¥RHEL73%0S/CentOS73#MiBZE. unmountd JEEFTEIV> REHEBTERRT S
#t eject -rv
(Linux OSMD/\—=3 (4. cat /etc/redhat-release DIAN> RICTHRTEET)
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